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RansomWare, GDPR a Security Fabric

/solt GéCZi, Regional account manager SK
zgeczi@fortinet.com



Fortinet: Global Network Security Leader
* Highlights: 2000 - present
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Fortinet: Ziskava Podiel na Rastucom Trhu

* Fortinet vs Konkurencia
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IDC

Analyze the Future
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RieSenie Sirokého spektra vyziev ...

* Fortinet je najvacsim
dodavatelom
bezpecnostnych
zariadeni na svete
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Hrozby. Obrovske Mnozstva.

Per Minute

Threat events

Spam emails intercepted

Network intrusions resisted

Malware programs neutralized

Malicious websites blocked

Botnet C&C attempts thwarted

Website categorization requests

Per Week

New & updated
spam rules

Intrusion prevention rules
generated

New & updated AV definitions

New URL ratings

Hours of threat research globally

Terabytes of threat
samples

Intrusion prevention rules

Application control rules

Rated websites in
78 categories

Zero-day threats discovered

FortiGuard Labs

Global threat research and response




RansomWare
...napr. vs DDoS
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Top Ransomware 2017/

Total Virus Hits Worldwide 2017 YTD m VBS/Locky.SMK!tr

M W32/Locky.CFH!tr

M JS/Locky.AZ5!tr

M W32/HydraCrypt.D!tr

B W32/TeslaCrypt.l!tr

B W32/Locky.B!tr

B W32/Filecoder_Cerber.F!tr
B W32/CryptoLocker.84CAltr
M W32/Filecoder_Locky.Cltr

1 0SX/RansomKeRanger.Altr

B W32/Locky.Altr
B W32/WannaCryptor.D!tr

M JS/FileCerber.C!tr

- Narast Ransomware >150x za posledné 3 roky
- Locky je najaktivnejsi ransomware
- Najbeznejsie utocené platformi — Adobe, MSOffice, Web sites...
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Ransomware WannaCry z Piatku minulého tyzdna

...WCry, WannaCry, WanaCryptOr, WannaCrypt, or Wana DecryptOr

200,000 obeti v 150 krajinach

....Siri sa prostrednictvom udajného
zneuzita NSA s nazvom ETERNALBLUE
(CVE-2017-0144), ktory minuly mesiac
unikol online hackerskou skupinou znamu
ako The Shadow Brokers. Sluzba
ETERNALBLUE vyuzZiva zranitelnost v
protokole Microsoft Server Message
Block 1.0 (SMBv1).
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Zasiahnuté Microsoft producty:
*Windows XP

*Windows Vista

*Windows Server 2008

*Windows 7

*Windows Server 2008 R2
*Windows 8.1

*Windows Server 2012 and 2012 R2
*Windows RT 8.1

*Windows 10

*Windows Server 2016

*Windows Server Core installation option



Dbrazne odporucame vsetkym zakaznikom vykonat tieto kroky:

e Apply the patch published by Microsoft on all affected
nodes of the network MS17-010

e Ensure that the Fortinet AV and IPS inspections as well as
web filtering engines are turned on and updated to prevent the
malware from being downloaded, and to ensure that web
filtering is blocking communications back to the command and
control servers.

e |solate communication to UDP ports 137 / 138 and TCP ports

139 / 445.
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Odporucame tiez nasledujuce preventivne opatrenia:

*Establish a regular routine for patching operating systems, software, and firmware on all
devices. For larger organizations with lots of deployed devices, consider adopting a
centralized patch management system.

*Deploy IPS, AV, and Web Filtering technologies, and keep them updated.

*Back up data regularly. Verify the integrity of those backups, encrypt them, and test the
restoration process to ensure it is working properly.

*Scan all incoming and outgoing emails to detect threats and filter executable files from
reaching end users.

*Schedule your anti-virus and anti-malware programs to automatically conduct regular
scans.

*Disable macro scripts in files transmitted via email. Consider using a tool like Office Viewer
to open attached Microsoft Office files rather than the Office suite of applications.
*Establish a business continuity and incident response strategy and conduct regular

vulnerability assessments.
F::RTINET



A ak ste to uz schytali...

*|solate infected devices immediately by removing them from the network as soon as
possible to prevent ransomware from spreading to the network or shared drives.

*If your network has been infected, immediately disconnect all connected devices.

*Power-off affected devices that have not been completely corrupted. This may provide
time to clean and recover data, contain damage, and prevent conditions from worsening.

*Backed up data should be stored offline. When an infection is detected, take backup
systems offline as well and scan backups to ensure they are free of malware.

*Contact law enforcement immediately to report any ransomware events and request
assistance.
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Analyza sledovania ukazuje, ze od 1. januara 2016 doslo
denne v priemere viac ako 4 000 RansomWare utokov.
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Nitrianska Nemochica

Je zodpovedna???
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...a €o kritické infrastruktury,
ICS/SCADA systémy,
Energetika, elektrarne, vodarne, plynarne...

sU pripravené???
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Shadow Brokers Launches 0-Day Exploit Subscriptions for
$21,000 Per Month

Monday, May 29,2017 & Swati Khandelwal

Exploit Subscription for $21,000/month
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General

Data Protecti:n

Regulation
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General

Data Protecti:n

Regulation

Pravo jednotlivca

GDPR poskytuje jednotlivcom nasledujuce prava:

. Pravo byt informovany

. Pravo na pristup

. Pravo na opravu

. Pravo na vymazanie

. Pravo obmedzit spracovanie

. Pravo na prenos udajov

. Pravo na namietku

. Prava suvisiace s automatizovanym rozhodovanim a profilovanim.

cONNOY (U B WDN B
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General

Data Protecti:n

Regulation

Data protection by design and by default

V ramci GDPR mate vSeobecnu povinnost implementovat
technické a organizacné opatrenia, aby ste preukazali, ze
ste zohladnili a integrovali ochranu udajov do vasich
spracovatelskych cinnosti.
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General

Data Protecti:n

Regulation

GDPR je legislativa o bezpecnosti udajov a nie kybernetickej bezpecnosti

Security technologie mozu ale urcite pomoct a niekedy su potrebné
na to, aby ste sa udrzali v sulade... ;)

Clanok 25: Ochrana udajov by design and by default
Clanok 32: Bezpe&nost pri spracovani
Clanky 33 a 34: Oznamenie o narudeni/Uniku [napr. SIEM...?]

Clanok 35: Hodnotenie vplyvu ochrany Gdajov
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/astavenie Pokroci

vch Hrozieb vyzaduje rychlu

komunikaciu Bezpecnostnych prvkov

Performance Degradation

Machine to 888 Network Segmentation
Machine Attacks ‘315 S Rapid Communication & Action

INFRASTRUCTURE A
Advanced Advanced Threat Protection \/:/:/\
Targeted Attacks RN
7/

Malicious

Application Control
Apps

IP Reputation

Botnets

Malicious

URL Filterin
Sites 8

Point Products

Spam
CONTENT BASED SECURITY

Secure Email Gateway

Intrusion
& Worms

Intrusion Prevention

Exploits Vulnerability Management

;] @EREERLEE@ @

Viruses Anti-malware
& Spyware
Hardware Theft

1980s Today



The Elements of the Fortinet Security Fabric

Security
Operations

@

Application Secure Enterprise Cloud Advanced
Security Access Firewall Security Threat
Protection



Technology Integration and Collaboration

= FortiMail = FortiAP = FortiGate = ForitGate VM = FortiSandbox
= FortiWeb = FortiWiFi = FortiWiFi (Virtual FW) = FortiMail
= FortiADC « FortiSwitch - Folesz « Fortiweb
(SDN Virtual FW)
= FortiDDoS = FortiAuthenticator . = FortiClient
* FortiGate VM
= FortiwAN = FortiToken for Public Cloud
= FortiCache = FortiExtender » AWS

» Microsoft Azure

» OpenStack

a = FortiManager

= FortiAnalyzer
= FortiSIEM



Dnesna siet je Bezhranicna -
Architektura Segmentacie Siete je Nevyhnutna

No Trust

Trusted




Segmentacia v DataCentre

Kl'acové faktory — Sulad s poziadavkami, Riadenie rizik, Zero Trust Security

= Vysoka priepustnost, vysoka
hustota portov, vel'mi nizka
latencia

Granuldrna bezpecnostna
politika rozdeluje a segmentuje
Casti internej siete

Zastavi Sirenie skodlivého kodu

E-W micro-segmentacia via
fyzickej a virtualne;j
infrastriktury



ISFW Technologickd PoZiadavaka No.1: VYKON

Internal Segmentation Firewall (ISFW) Perimeter Firewall (NGFW)

Ports Speeds -2 1G, 10G

Interfaces - 10G, 40G & 100G

No. of Ports = 8 to 48GbE/10GbE No. of Ports = 2 to 12

Throughput = 10 Gbps to 100+ Gbps Throughput = Mbps to Gbps



Riesenie FORTINET
FortiSandbox

e Zkratenie doby od nakazenia k identifikacii
* Historické subory
* Podatelne

Integracia s:

* Mail branami

* Firewallmi (NGFW)

* WebAplikacnymi Firewallmi

* Endpointami
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Threat Predictions - 2017

FZERTINET

RANSOMWARE WAS JUST
THE GATEWAY MALWARE

We expect to see very focused attacks against

high-profile targets, such as celebrities, political
figures, and large organizations. Automated attacks
will introduce an economy of scale to ransomware
that will allow hackers to cost-effectively extort small
amounts of money from large numbers of victims
simultaneously, especially by targeting loT devices.
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Threat Predictions - 2017
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TECHNOLOGY WILL HAVE TO
CLOSE THE GAP ON THE
CRITICAL CYBER SKILLS
SHORTAGE

Organizations simply do not have the experience or
training necessary to develop a security policy,
protect critical assets that now move freely between

network environments, or identify and respond to
today’s more sophisticated attacks.




Dakujem za pozornost!
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