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Problém 1: Model aktiv

,Konzultant neznaly IT prostredia zakaznika ho namodeluje
podla statickej tabulky z IT. Tabulka sa udrziava podla potreby
a obsahuje chyby. “

Vysledok:

Nespravny model aktiv = prilis vela false positive a false
negative

BanubePay



danubepay.local
danubepay.local
danubepay.local
danubepay.local
danubepay.local
danubepay.local
danubepay.local

c1-Haproxy0l.danub
cl-HaproxyOl.danu

c1-GalicC
c1-TMS bepay.local

c1-jira-bkp.danubepay.local
cl-jira-bkp.danubepay.local
cl—sanity-check-bkp.danubepay.local
cl-Remoteapp-bkp.danubepay.local
¢1-TS05-DMZ-bkp.danubepay.local
cl—DP_FRONTEND—bkp.danubepay.local
cl-CaIICentrum—bkp.danubepay.local

699 C1_EXTRA
644 C1_ATM-POS
648 C1_TS05
648 C1_

616 C1

616 C1 |

616 C1 |

617 C1 |

616 C1 |

617 C1_|

642 C1_D\
642 C1 |

728 C1_EXTRANET BKP
728 C1_EXTRANET_BKP
684 C1_ATM-POS_BKP

690 C1_TS5_DMZ_BKP

690 C1_TSS_DMZ_BKP

682 C1_DMZ_BKP

682 C1_DMZ_BKP

10.197.72.128/27
10.197.72.128/27
10.197.68.128/28
10.197.69.0/23
10.197.69.0/28
10.197.68.54/27
10.197.68.54/27

et
201 10.197.62.0m
135 10.197.64.135
235 10.197.64.35
231 10.197.64.231
123 10.197.61.123
124 10.197.61.124
121 10.197.61.121
141 10.197.61.141
122 10.197.61.12
142 10.197.61.182
76 10.197.64.76
77 10.197.64.77
142 10.197.64.1402

10.197.68.75
140 10.197.72.140
141 10.197.72.181
135 10.197.68.135
10 10.197.69.10
610.197.69.6
76 10.197.68.76
77 10197.68.77

default  cels
oM scope Blow B generc

yes default 10.197.62.195
default 10.197.64.131
default  10.197.64227
default  10.197.64.227
default  10.197.61.100
default  10.197.61.100
default  10.197.61.100
default  10.197.61.130
default  10.197.61.100
default  10.197.61.130
default  10.197.64.67
default  10.197.54.67
default  10.197.64.131

default  10197.72.431 131
default 100977231 131
default 1009768131 131
default  10197.03 3
default  10197.693
default
default

3
10.197.68.67 67
10.197.68.67 .67

EEEEEERE

BanubePay



01v4g
01vag
01v22
01v23
01v38

Name
dan Jt—EDE\'JO(E
damcbana, T D
di
di
di
di |
di
di

di
dif
di
di
di
di
di
di

Bov g lgeney
es default 10.197.62.195
default 10.197.64.131
default 10,197 64597
default 10.197.64.227
default 10,1979 109
default 10,197,619 109
default  10.197,61 09
default  10.197,61139
default 1019751 109
default 1019761139
default  10.197.64.67
default  10.197.64.67
default  10197.64.131

Users\mantn kvocka Documents PAD

CheckPoint
CLUST:

cl-fw-cp0l

c1-fw-cp02

3

VRS . " defalt  10.197.66.131 131
VREATM-POS gl /

default  10.197.66.131 ;

PanubePay



DP_INTERFACE
_BACKEND

)
)

o2vee
QZVoe

699 C1_EXTRANET
—84A.01 amypng

Cation Portal ¢ -

FG_PROXY

C1-waso2
c1o5vm

Peferences

Maiings

0.197.622m

Design  Layoue

B

.
itag

10.197.62.105
10197.64.131
10.197.64.227
10.197.64.227
1019761100
10.197.51.100
10.197.61.100
10.197.61.13
10.197.61.100
10.197.61.130
101976467 67 53 primary

L prevaddikona dokumentacia [Resd-Only] [Compatbity Mode] - Word

Q Tell me what you want

BanubePay



Riesenie:
 SPOT pre IT aktiva
* Zivotny cyklus modelu

* Riadenie zmien vzdy zahfna napojenie na bezpecnostné
systémy

* Monitoring — SIEM odhaluje nezname (nenamodelované)
aktiva
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I <C Inspect/Edit

Inspect,/Edit

= Asset
#* Name
# [P Address

MAC Address
Host Mame C1-01vis
Location Datacube
Zone 1_ATM-POS
Static Addressing
Asset Disabled

E Commaon
Resourc
External ID
Alias (Display Name)
Description
Version ID

= Assign
Owner
Motification Groups

E Parent Groups
Card System

= Creation Information
Created By
Creation Time
Time 5 eation

= Last Update Information
Last Updated By
Last Update Time
Time Since Last Update

BanubePay



-7 Assets

E-[77 Shared
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E’ ArcSight System Administration
E? DanubePay

=77 Card System
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@ 1 Weblogic #2

i - Other Systems

-0 security

- TS

0 c2

-0 C3
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-
<L Inspect/Edit

Inspect/Edit

B Asset:C1 Sanity Check |

Attributes | Categories | Alternate Interfaces I Yulnerabilities I Notes|

op Add... . * Edit 3 Remove 23 Refresh

Local Asset Categories

/Al Asset Categories/System Asset Categories/Criticality/Very High

[l Asset Categories/Site Asset Categories/Business Impact Analysis/Data Role/Reparting Requirement/PCI/Cardhelder Data

/Al Asset Categories/Site Asset Categories/Application/vendor RedHat

[l Asset Categories/Site Asset Categories/Business Impact Analysis/Business Role/Operations

[l Asset Categories/Site Asset Categories/Business Impact Analysis/Data Role/Reparting Requirement/PCI/DMZ

/Al Asset Categories/Investigations fUnsuccessfully Attacked Assets

[l Asset Categories/Site Asset Categories/Operating SystemjLinux

Inherited Asset Categories
fall Azset Categories /ArcSight Solutions,/Compliance Insight Package Metwork Domains/Production
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Problém 2: Log Management

SIEM != Log Management

Ziaden log management, iba SIEM
Logovanie podla CIS benchmarkov
Zbytocne vysoka SIEM licencia
Vacsina logov je odpad
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Riesenie:

* Log management oddeleny od SIEMu (syslog-ng PE, ArcSight
Loggre...)

 Agregacia logov
* Do SIEMu len vybrana cast logov

* Logovanie systémov nastavené ,na mieru”
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* Radoveé znizenie poctu logov

Kvalita logov

* Obohatenie logov
— Chyba hostname? Lookup ID->String? Tag? syslog-ng opravi

» Vytazenie SIEM licencie z % na %
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C2 RHEL auditd config

Linux audite = Add tag...

Tahoma

event count pred nasadenim:

4.4. 00:00:00 - 5.4. 23:59:59
1019774110 1980171
10.197.74.173
10197 7476

event count po nasadeni:

£now-24h - Snow
10197 74110

1019774173

10187 7476
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—-a always,exit -F arch=b3Z

##% monitor process ID changes/sudoers changes
-w /binfsu -p x -k priv_esc

-w fusr/bin/sudo -p ®x -k priv

-w fetc/sudoers -p wa -k priv_

### kernel module  {(un)loading

-w f2bin/insmod -p x -k modules

-w /ebin/rmmod -p x -k modules

-w /sbin/modprobe -p % -k modules

$# 64-bit

-2 always,exit -F arch=bé4 -5 init module -5 delete module -k modules

#%#% all root file actions, but exclude non-user and daemon accounts

-a always,exit -F euid=0 -F auid>=500 -F auid!=4294967295 -F perm=wxa -k root

#%#% all executables run by root, but exclude non-user and daemon accounts
-a exit,always -F arch=b64 -F euid=0 i id!? execve -k root

-a exit,always -F arch=b32 -F euid=0 ; >= ; d! 294 0¢ execve -k root

$#%#% special files
—-a exit,always -F arch=b3Z2 mknod -5 mknodat -k specialfiles
-a exit,always -F arch=bt4d mknod -5 mknodat -k specialfiles

##% user/group tools
-w fusr/sbin/groupadd -p x accounts

-w fusr/sbin/groupmod -p X accounts
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Problém 3: Use case

Mnozstvo vagne definovanych scenarov, napr. copy-paste z
compliance poziadaviek.

One-liners.
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Priklady zlych scenarov:
,Cital som o tom v &asopise. Mali by sme s tym nieco robit.”

,Windows nie je bezpecny, mali by sme detekovat ¢i niekto
nerobi nieco ¢o nema.”

,Monitorujte kritické subory a objekty (PCI DSS).”

,S0C dostane alert XXX a vyriesi ho.”
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RieSenie:
Kazdy scenar exaktne definovany. Miniprojekt:

* Aku udalost chcem detekovat?

Na zaklade ¢coho? (mam logy?)

Na zdklade akych kritérii urc¢im Ze udalost nastala?

e Acosnoupotom?
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Trivialny priklad dobrého scenara:
» \Vzorka logov z kazdého systému — prihlasenia
* Tabulka zamestnancov po vypovedi

* Pravidlo — ak sa na fubovolny systém prihlasi niekto kontom,
ktoré obsahuje priezvisko z tabulky, generuj alert

e SOC zanalyzuje kedy, kto, kam, odkial...ale nevyriesi priCinu
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Problém 4: Pluginy

PCI DSS Compliance Insight Package

Po konfiguracii...nepouzitelny

Plugin nerozumie zlozitému IT prostrediu service providera
Ciasto&né rie$enie: vynimky v pravidlach a reportoch
Pocet vynimiek po roku >> pocet pravidiel
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Riesenie:

PCl plugin ako tutorial, vzor

e Scenare na monitoring vlastné, na mieru

* Minimum vynimiek

ArcSight Activate Framework
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Sucasny stav

* Funkcny in-house SIEM

e SOC as a Service

— Multiinstitucna architektura
— Licencie (MSSP)
— Ludia (L1, L2)
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Rady na zaver: Ak rozmyslate nad SIEM-om

o Zvaiit ¢i naozaj potrebujete SIEM

* In-house vs. SOC as a Service
— Naklady
— IT zazemie
— Personalne zabezpecenie
— SLA a jej vymahatelnost
— Poskytnutie logov 3. strane

* Honeypoty / honeytokeny
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