Também disponivel em portugues
www.isaca.org/currentissue

feceral resour

caurty.? In accrbon, n 2027

Seaurty U

anagement . Most survey respor

any organ

Increaxsed thetr rela bames

) mplermenting an etfective supply chan nsx

These

maragernent program for ther

number of global =

evdenced by % SUPPY tamers nouded poor vimebiity mio supply chans, a ack

of mxpertise n cybersecunty rsk and nsuff

Ce, such as the 2

in attacks

er the past

Target cat each and the 2020 asarance mechantsms D evaluae suppler cyberrsk

? cybersecur

k rmanagem

target suppliess because they are less s

hegher in the ta every ceganizat

iarger organizat:

omse the software or products of gudance, they can actually increase risk

attacks con

egabon ¢ ot o

15 lowerng the effectven:

the seemirgly L

The rereased refiance ¢ Je cybers

ased thren!

ncreasng burdens that

N nskmanagement to the § sperding time securing ther organizations. The nsk

ns on cyberse

iy best ese msgusded Supply

Vers:

han rsk managerment

need for supply cham nsk mana

gement 15 no more ctces can be managed by acgure

e fan in the last

mportant n thes dec & has senply having ther suppt

become better recognized In May 2021, the President without hanang

the le

QuIrer orgarezation and a

iy used nsx

rams and processes
oe most
valdate

mix 10 mec

% used by

phy chain sec

CRISC

A Assessing Secunty Regurerments for

a Fortune 1000

mpliance analyst |

nd Undlasstied inform

ar1y. He leads the cybersecunty nsk and teamn and

G

n third-party r

management and reguilatory complance and

sterms and O

1. organizabons shoud

L] VOLUNE 3 | 2022



1. Examne artfacts such as documentation

2. imterview indniduis or groups within the
supply chan
1. Test controls 1o see if they behave as expected

These methods are frequently employed by a
dedicated individual ar tearn within the organzatiaon
or acontracted third party.

Anather consideration for arganzabons impeovng
their supply chain nsk management procedures is
data privacy assessments Depending on the extemal
regulatory requirements and the orgarszation’s
polces, the data cofected as part of these
assessments could require addtional data privacy
assessments. An eampie of a comemon data privacy
assessment required by crganizations is the EU
Generad Data Protection Regulation (GDPR) Dxta
Pratecton impact Assessment (DPIA) " Athough
this ragulation covers only a partion of data pnvacy
tranzactions, these same concepts are emerging
within many samiar regulaticns globally. Deperding
on the informaton exchanged and the types of
processing performed, privacy assessments may

be requared or just imply desired as a part of good
infarmation hygiene for organizatiors.

Paved With Good intentions

Az organizations choase the best methods for
dealing with new theeats, they are patentally
opening ther organizations and their supply chain
%o addibonal risk. Although the ment may be good,
there are five misguided practices that often plague

| Aggregation of artifacts from muibple suppliers
Mo one single location within an organzabon
higher up in the supply chain creates risk

2. Hawng suppliers with minmal knowiedge of the
acquirer crganization's securty measures pratect
artfacts (a nondisclosure agreement (NDA] alone
does not guarantee the security of those artfacts)
creates nsk.

2. Shared artfacts expand the nsk surfoce for
=uophers and acqurers—often exponentially:

« Each new ocrganization that recerves these
artifacts mcreases the nsk surface foe each
arganzation n business with the suppher.

* As acgunng arganizations gather documentation
an thesr supply base, they are halding larger and
larger stores of vaksble security inforrmation.

4 Thed-party vendors used o manage and siore these
artfacts expand the nsk surface even further.

.. Ompanzations often have unique questionnares
and artifact requrernents, which puts increased
burden on the supphers prowding thes information
and detracts from the valusable time needed for the
effort 1o mprove the secunty of these suppliers.

Aggregating and Securing Artifacts

2t has becorne mare commen for crganizations

10 request documentation and artfacts from

their supply chaing that, f discovered by a threat

actor, would be harmful %o the supplier and the

arganzations receiving theer products. Figure 1

demonstrates examples of the peoprietary artifacts

supply chain managernent efforts that are often requested.

FIGURE 1

Examples of Artifacts Often Requestad From Suppliers

Network diagrams System basefines and security configurations  Methods of cryptographic key management

Incident Mettifactor authentication Paich and

response plans f {MFA) deployment management and patching report
Business continunty plans Email peowider information Endpomnt security names, versions and
o] Sender Framework Domai Mobie device versions
saster recovery plans Po.i.y” (SPF), nKeys e management (MOM)

Message Authentication and
Conformance (DMARC)

Vudnerabdity scan results Data loss prevention (DLP) 1ocls and ndes Locations and numbers of security persannel

management and Information Asset imventory
gmmm infoemation 2
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FIGURE 2

Bassd on the risk ta the supplier and product, it is

a good idea 1o validaie these fems and determine
whether they fall within industry standands. However,
collecting them without a specific course of actionis
an unnecessary nsk io take. If a threat actor abtains
these arbifacts, it gres them a road map o help them
breach the suppber.

Figure 2 ilustrates the aggregation of artifacts by
one acquirer across muliple suppliers. Although this
figure shows anly four suppliers, there can easily

be hundreds or thousands of suppliers providing
artifacts to one aoquiner

Apgregabing supplier arlifacis operates with the
assumpticn that the acquiring organizations have
impenetrable secunty, but na crganization is
unbreachable. Every time suppliers provide artifacts
iD acquring crganizabions, they risk aliowing
proprietary information ba be leaked in a breach. In
addition, supphers offen have minimal knowledpe of
the acquiring crpgamization’s security pasiune, allowing
these arbifacts to be stared in an unlnown location
wath unknawm security.

Every acquiring organization that cirtains these
artifacts noreases the risk surface of every ather
organization doing business with that supplier.
#Aoquinng anganizations ofien have a namow-minded
wiewy that the suppler relationship is 1:1, but that is
rarely the case. One supplier can supply hundreds o
thousands of other organizations

Aggregating Artitacts
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A5 aoquinng arganizations continue o gather
artifacts from suppliers, thesy create an ever-
expanding stone of critical security imformation that
thiread actors desiee. if one organizabion with this
treasure trave of data is breached, the secunty of
ther suppliers is compramised, and threat actors will
hase an advantage against all other anganizations
working with each of those suppliers.

9 F =i S
e landslide of numerol

Figure 3 illustraies the neationships that oocur
wihen a supplier begins fodistribute ther propristary
infarmaban o multiple acquirers. If each acourer
collects these artifacts, they all need to be aware of
each cther's molvement. &cquirer 1 i mow relant on
acouirers 2, 3, 4 and 5o probect this data fram their
suppler. This same reliance is true for each other
acourer. If acgurers 1, 2, 2 and 4 are all proteciing
the data securely, but acquirer 5 is breached, that
infarmation s no [onger secure. Everyone in that
supghy chain is now at higher risk

Cyhersecunty is expensive and the skills gap for
property trained personined is not closing amytime
soan. This is pushing acquirer organizations to
utilize third-party vendar services to manage this
process. These third-party vendors can help intenpret
and review the risk of suppliers. However, if they

are calecting arfifacts in the same manner as the:
organization, it can make the problem worse. Third-
party vendars may have warse seourdy, keen sapies
of the arbfacts and forward copies ta the acguarer
crganization. This example puts those artifacts in
thires different places, with the supplier, the aoquires
and the third-party vendor, which affers more
cpportunity for threat actors.

The supply chain risk managemen process is
necessary but can be burdensome if eecuted
impraperty. (fien, acquirer arganizations have
paste mientians in improving their security poesture,
bt they may not understand the best path forward
far improvernend. Determining the praper depth and



coverage for a nsk assessment can be different for
each organization and crganizational relatiorship. “Inetead nf addrace

The landside of numerous questionraires, artifact Same, acqQuirer arqanizations should consider
requests and unique frameworks has put brge

burdens on suppliers. Many supplers are now
devotng sgnificant secunty resources to answerng
queshonnares and providing artifacts to acquirers,
dwerting persornel from roles that can make positive process in a tiered manne
changes to imprave the security of the supplier
arganzation. Organzatans must corsder the
appropriate level of depth and coverage for the risk
presented. Supplers that provide higher lewels of nsk
should be scnatinzed moee heawily, while thase with
lower levels of risk shauld be reviewed with less rigos

hashng can be used ta ensure that the artifacts the
assessor of audilor reviews can be reviewed again
later. An example of this method s described further
m the CMMC Artifact Hashing Todl User Guide *
These methods ensure the antifacts do not need to
>OIULION” Reduct mIsk Tace be maved off-premises and aggregated nto a large
ratead of adcressng every s.ppier the same, acqurss repasitory. Organizations need to determene their own
organzatons should consder caiegonang ther

suppliers based on potential impact and addressing the FIGURE 3

rek maragernent process na tered marmes. Figure 4
demonsirates an exarrpie hierarchy of warys 1 measure
supply chaen risk without aggregating artfacts. Withn
each risk review action, the assessoc or audior revews
the presenied attestaton or artifacts and documents

ther findings according to an arganzationaly
deterrnined nsk framework.

Distnbuting Artifacts

For exampie, at the higher hiers of nsk, the assessor
or auchior can review the artrfacts over an unrecorded
wideo tefeconference meeting or m an in-person visit
The resudts of the review can be documented ina
rninimadly descriptive sum mary. In addition, it should
be nated whether the supplier’s controls ultmately
meet each requarement or not Becawse the artifacts
wil remain within the suppler’s passession, artifact

FIGURE 4

Example of Tiered Salutions Based on Potential impact

Potentid Vendor impact

Level Risk Review Actions

Critical In-person vise, artifact hashing

High Unrecorded video tefeconference

Medum Suppier self-attestation aligning to a commonly used cybersecurty framewark that maps 1o others
e.g., US National Institute of T [NIST] Special Publications [SP] 800-171A NIST SP 800-53, imemational
&wﬂmm’ for Stancardization | ianal Bectrotechrcal won [IEC] 27001, Cybessecurity
Maturity Model Certification [CMMC])

Low Basic self-attestation ing 1o a commonly used cybersecurity framework that maps to athers
(e.g. Mmmhmﬁ%”éhﬂcﬂm!ﬂ&ﬂ@ﬂﬂh basic security
requirements, CMMC Level 1)
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nsk appetne for each level of potential mpact and
adjust their risk management strategy accordngly

An alternate method that can help reduce the
burden on suppliers and shrok the risk surface of
artifact collechion is the use of a shared evaluation
platform, such a5 Exostar. *Exostar started out as

a cocperative effort by BAE Systerns, The Boeing
Compary, Lockheed Martin, Raythean, and Rols
Royce ™ These organizations have highly sensitive
vendor relationships and had the forescht in 2000

to create a platform that aliowed the aerospace and
defense industry Yo properly manage ther vendor
refatianships withowt burdening supphers with Lnique
questionraires of agrecating unnecessary artdacts
Using guded methods such as these allows acqurer
organizations ta reduce ther nsk urface and posmion

thesr nsk management programs for uccess

Protect Acquired Data

If acqusrer ceganzations do obtan artifacts from
=upphers, they should be protected according %o industry
cybersecunty standards. Somne of the mast important
and easly messed protechons indude encrypion, access
controls, data retertion penads and cata santizaton

Solutior

Artifacts should not be kept ndefintely There should
be a data retention period assigned to those cata.
The usefulness of the data detencrates over time, and
once they are determined 1o be no longer useful, they
should be santized according to commonly accepted
sanitization methods, such as NIST 52 800-88
Guntsines for Media Santizahon.™

Conclusion

Cyber supply chan risk managerment is a practice
that all organizations should be performing, but
strategic implernentation is mperative, If suppliers
are burdened by limitiess requirerments and

forced to give up artfacts, nduding proprietary
documentation, acqurers may be unintentianally
sabotaging ther own secunty without realizing it
Basad on risk, acqurer arganzations should consder
in-person vists, unrecorded video telecanferences
ar seif-attestation from suppliers. In addrtion, the
depth and coverage of assessments should be scaled
to the level of rsk. Supply chan sk management
programs can be beneficial to all orgamzations, but
without proper guidance, they can ncrease risk for
organizations across the globe
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